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Abstract:  Against the security threats of signal interception and communication intent exposure in non-cooperative
adversarial communication scenarios, this paper proposes the conceal-truth-while-showing-fake modulation recognition
method, breaking the traditional passive defense paradigm, for automatic modulation recognition (AMR) in intelligent elec-
tronic devices. This approach achieves reliable transmission for cooperative links and precise deception for non-cooperative
links in adversarial environments. Leveraging the multi-dimensional characteristics of multiple-input multiple-output (MI-
MO) channels in the time-frequency-spatial domains, this paper designs a data label poisoning method based on feature ex-
traction of the legitimate-eavesdropper channels, which realizes a covert backdoor trigger mechanism to mislead non-coop-
erative AMR models while ensuring the accurate and reliable recognition rate of the cooperative party. This method endows
communication devices with active defense capabilities and blocks the path for non-cooperative parties to conduct signal
theft by utilizing homologous technical equipment from the physical layer. Based on the baseline performance comparison
of various AMR models, this paper further evaluates the performance of the proposed method under different antenna con-
figurations, poisoning rates, deception strategies, and channel estimation phase errors. The experimental results based on
typical AMR models show that at a poisoning rate of p=0.4, the attack success rate (ASR) of the method reaches 89.94% in
the 4x4 MIMO scenario, a significant increase of 13.66% compared with 76.28% in the single-input single-output (SISO)

scenario, while the benign accuracy (BA) of cooperative users is maintained at 89.65%. In addition, at a poisoning rate of p=
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0.5 and with a maximum channel estimation phase deviation of 15°, the ASR of the proposed method can still be maintained

at 89.21%, and the BA of cooperative users is guaranteed to be 87.79%. This demonstrates that the proposed method not on-

ly ensures the communication reliability of cooperative users but also possesses efficient and robust misleading capabilities

against non-cooperative users, providing a new technical paradigm for physical layer security in complex communication

environments.
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Figure 1 = Schematic for conceal-truth-while-showing-fake modulation recognition method
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Table 2 Performance of conceal-truth-while-showing-fake modulation

recognition for SISO systems (poisoning rate 0.4) unit:%
e BA CRR FTR ASR
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Table 3 Performance of conceal-truth-while-showing-fake modulation

recognition for MIMO systems (poisoning rate 0.4) unit:%
el BA CRR FTR ASR
CLDNN 83.18 15.04 11.31 79.95
MCLDNN 87.67 18.96 8.97 76.87
MCNet 88.56 11.49 7.87 84.98
ICAMC 86.01 15.96 9.42 79.79
AMC-NET 89.65 7.06 6.68 89.94

HE— 2 2 SR 5 A R [R) R 2k BB T 119 28 B
FAFTR, AT LA EZF) BA 55 ASR Fifi K 28 B0k r9 184 hn
MR T : 2 x2 REE 1 ASR86.53% #2£ T+ 2 8 x 8
RGN 91.97%, X —Z55 R, &4 MIMO R 4t 78 2
1 A VR P AR 1T S S 00 2OKS B i [R5 T
A VE P 5 T i & B e e M 5 B O .

HEWER FRGS B2 ME AR TET
AMC-NET 5 7 () i B0 1B ] 1 13 31 7 725 46 MIMOS x 8
%4 FREARLHESTET AMC-NETEE I8 E R B 5887

RBEERE(REE04) AT %
Table 4 Attack performance of conceal-truth-while-showing-fake modu-

lation recognition based on AMC-NET model under different

antenna configurations (poisoning rate 0.4) unit:%
e 2x2 4x2 4x4 8 x4 8x8
BA 86.26 86.85 89.65 89.22 91.18
ASR 86.53 84.40 89.94 89.30 91.97
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Figure 2 Classification confusion matrix of AMC-NET model (MIMO)
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Figure 3 Curves of modulated signal recognition/misleading

accuracy vs. SNR (MIMO)
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BT R AR HT T DX 43 J S 0 o SIS A 1) e SR 3 B H
AR ASASORY | Xk A4 A ok & 2% 0 G VR P REAS R R AR 4R
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Table 5 Performance of AMC-NET-based conceal-truth-while-

showing-fake modulation recognition under different

poisoning rates (SISO) unit:%
AR BA CRR FTR ASR
0.1 85.49 2237 8.51 67.99
0.2 84.99 20.56 9.08 70.71
0.3 84.41 18.99 10.30 73.39
0.4 83.65 17.07 11.44 76.28
0.5 82.60 16.78 12.47 76.99
0.6 80.21 15.16 14.40 78.78
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RS A (LA D R TS5 7655 AE 2 (8]
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Figure 4  Comparison of misleading confusion matrices for non-cooperative users under different misleading configurations
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Table 6 Performance of the conceal-truth-while-showing-fake
modulation recognition method under different upper

limits of phase deviation

IR L AR Y] BA/% ASR/%
0 89.27 89.98
5 88.75 98.63
10 88.55 89.51
15 87.79 89.21
4 &g

Bt X AR A VR X P8 A5 5 th AR LE 53 TR
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